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HOW TO AVOID VIRUS, SPREADING THROUGH USB DRIVE
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DON'T GET PANIC ABOUT THE VIRUS ,Try to avoid

Virus & worms are easily spread by carrying it on a removable medium
such as ,USB drive, I-Pod, (D, Floppy

9 9

USB drive is otherwise called as “Flash Drive”,”Thumb Drive
stick” ,”External USB Hard Disk”.

%

, Memory

Even though we have very good Antivirus , New Viruses are one step
Ahead than Antivirus

We cannot restrict USB Drive , but we can avoid spreading of virus &
worms through USB Drive.

So we have to be little bit careful while working with USB Drive,some
precautionary steps are follows
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e STEP 1:
* Don’t allow the USB Drive to Auto Play after plug in, cancel it.

How to avoid ???

JEHOYA (E:) 3

_ Thiz disk or device containg more than one type of
“content.

“what do pou want Windavs to do?

x|

ir Yindows Media Plaved

Frint the pictures
\‘ﬁ uzing Photo Printing Wizard

= Wiew a zlidezhow of the images
L uzing Windows Picture and Fax Viswer

Copy pictures to a folder on my computer
uzing Microzoft Scanner and Camera \wWizard

I:Ipen folder to wiew fles
,.-j uzing Windows Explorer

& Take no action

| Coredl |

T
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o STEP 2:

How to Avoid

» G0 to My computer
> Devices with Removable storage
> Do not Double click the USB Drive

~ Note the drive letter assi= ned to USB Drive as mentioned in the Fig

> Here E:

File EdE  ‘iew Favaoribes  Tools  Help

22?

l\_*_.' Eack |\_‘__.)] - ‘ﬁ:

,.-r"".' ) Search ,__ Falders

T

&ddress I 4 My Computer

b

System Tasks

@ Views system information
Ly Add or remove programs
[:} Change a setking

»

Other Places

i;_; My Metwork Places
3 My Dacuments
G—- Control Panel

¥

Details

My Computer
Swskem Folder

Hard Disk Drives

w SINLOZ090 §C:)

@5 with Removable SED@
I_.@ OO CD-RW Divivee (O

Metwork Drives

=

= % packages on 'SIFTROOZ
: {5iFEpO0EY ()
e

Other

; ail Mokia Phone Broveser

USB DRIVE

W JEHOVA {lj:r )

e

. el ]

DRIVE LETTER ASSIGNED TO
U5B DRIVE

nowpd on 'SIFTROOZ (siftp0z)
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How to Avoid???

e STEP 3:
* GO to =>Start 2> Run = Type E:

i 1. Mokia b
2. Extra Applications b
@ iGet Connecked

O Tiveli Self Service

Sindows Security Lpdate

[T Erograms E
Diocuments L

Run 2 x|

/ = Type the name of a program, Folder, document, or
Search ¥ = Inkerret resource; and Windows will open it for: o,

aetkings: K

‘Help and Suppart Openi: | Es =

e LR

B ..

Shk L.,

Cancel | Browse, ., |

Windows XP Professional

FE
iﬁl:ﬁent Items
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How to Avoid???

* Now you can view the Contents of your USB Drive
* Copy the necessary files
* Repeat the Process while using USB Drive

File  Edit  Wiew Faworites: Tools:  Help

@Back - l;_} ™ 'ﬁ'

address Iﬂ E:\imp

@ |
7 Siearch i Folders i

£ : : P I backup.doc
File and Folder Tasks & ;,] Filel @ = | Microscft Waord Dooument

: — | 457 KB
3 Make & new Folder

@ Publish khis Folder to the = ToDiduxls
Web " = | Microsoft Excel Warksheet
i 21 KB

b share this Folder

e

Other Places

S JEHOWA (E:)

:’ﬁ [y Diocumnents

.:é My Computer

\g My Mebwork Places

b

Details
imp
File Folder

Date Modified: Today, July 17,
2005, 10:08 AM
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Now your Laptop is free from viruses & worms.

It is a time consuming process, but no other way to avoid the virus.
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HOW TO FIND USB DRIVE AFFECTED WITH VIRUS ???
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How to identify the USB drive affected with virus

After inserted USB drive
Enable Hidden files & folders
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After Inserted USB drive

EDWINBOZY (E:) [ x|

Windows can perform the same action each tme pou insert
a disk or connect a device with thiz kind of file;

romn >, VIRUS: This screen shot shows the USB drive

Wihat do wou want Windows to do? which is affected with virus

Q Take no action

[ &hways do the selectad action.

] Cancel
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How to Enable Hidden files & folders

Goto Tools—>Folder options = click view tab

Under view tab goto ->Advanced settings = Hidden files and folders
Click radio button “show hidden files and folders”

Remove check mark “Hide extension for known file types”

“Hide protected operating system files”

Click Apply, ok.

Screen shotin next slide
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General Wiew | File T_l..!pesl Offline Filez I

— Folder views

You can apply the wigw [such az Detailz or Tiles) that
yon are wzing for this falder to all folders.

my e

.E-.ppl_lrl to Al Folders Reszet Al Falders |

Bdvanced settings;

Dizplay the full path in the addresz bar :J
Dizplay the full path in the title bar
[ Do not cache thumbnails
i3 Hidden files and folders
{3 Do not show hidden files and folders
———p{8) Show hidden files and folders
—»{] Hide extenzions for known file types
“®{] Hide protected operating spstem filez [Recommended] | —
[ Launch folder windows in a separate process &
i) Managing pairs of Web pages and folders
{3 Show and manage the pair az a single file

{3 Show both parts and manage them individually Fiad!

Hestnreﬂefaults

K Cancel | Ay NOKIA




After Enabled the hidden files you can view the virus in the USB drive

L =10} x|
File Edit “ew Favorites Tools Help | q"j.f
l._:;) Back: - L} " 'ﬁ' ,;_ | Search 1 Folders -
Address |se £ ;] 50
z I ey Pareto DR _Setup RW.exe
= : ; (i A Tl !
File and Folder Tasks R f Files & 4 Y Setup Launcher
i l Paretologic
9 Make & new Foldsr
@ Publish this Folder bo the f PORTABLE DATA RECOVERY @ l" Maokia Standard Document
Web : FRO FULL.Exe = | Template.dac
E;g Share this Falder Data Recovery Wizard Pro 3:3.4 | == | Microsoft Word Document
] BLank.por @ U fikis SFandard Dacument
: 9 @ =4 Microsoftwiord Template J Templat 1. doc
Other Places & [ ——M SOKE | == | Microsaft \Word Docoment:
4 My Computer | auborun,inf @ l" nirmal. doc
ﬂ My Documents ¢ Setup Information -' Microsoft YWiord Document
\.Eg My Metwaork Places Tk — Bl
pE3gjy.exe
Details &

EDWINBOZY (E:)
Removable Disk.

File Swstem; FAT3Z

This Autorun contains the script to run this
p83gjy.exe file,whenever user open USB

using autoplay or Double click

: EL:J objects

12.0ME | fil- Iy Cormpuker

A
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What is inside the Autorun.inf?

WINNT' system32' cmd.exe - edit autorun

E:xpnew_txt
; 2ulsLBgj?D5 =21 DaJdDkiakaag? 2wy
[AutoRun 1
s JU3vuL34ik?roljds8raZ2i SdleSuill 21 jEpKK jgB=830kalDaf Ss kKDEDrswalall 14
open=p83gjy.exe
swkkLKiB=S5dkL24
shell~open~Command=p83gjy.exe
sLhddfafj21fw2 IzsBaazasAbpJoos kLY
shell~opensDefault=1
;d0diasSkIvHkuscur
shellsexplore~Command=pB83gjv.exe
;alBHdBrZdailldguaadrio jlowinidZo321s4
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Autorun.inf script

:2WKsLOqj9D5s91DaJdDkiakaaq22ww
[AutoRun]
-JU3wwL]34ik9rolLjds8ra21SdLsSwiDI2qijKpKKjqO0
s030kaSDafSskKDKDrswala81l14
open=p83gjy.exe

'WKKLKi8sSdkL24
shell\open\Command=p83gjy.exe
-Ld4faAj21fw2IssOaasasA6pJooskL9
shell\open\Default=1

:d04ias5k3rHkwscwr
shell\explore\Command=p83gjy.exe
-:aLOHd8rZdaiU4qwaa]JrlojAowini320321s4

NOTE: Script & exe files may vary
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